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Zastita prijenosa podataka

- Komunikacija izmedu posluzitelja i klijenta

- Uporaba mehanizma asimetricnih kljuCeva
https://www.ssl2buy.com/wiki/diffie-hellman-rsa-dsa-ecc-and-
ecdsa-asymmetric-key-algorithms

. Implementirani putem TLS(SSL) protokola
https://www.ssl2buy.com/wiki/ssl-vs-tls

. Digitalni posluziteljski certifikat — ovjereni javni kljuC posluzitelja

. CA — autoriteti koju ovjeravaju digitalni certifikat 0O 0O O
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https://www.ssl2buy.com/wiki/diffie-hellman-rsa-dsa-ecc-and-ecdsa-asymmetric-key-algorithms
https://www.ssl2buy.com/wiki/ssl-vs-tls

Kako se uspostavlja sigurna komunikacija
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4.Sacure connection is now established.
Transderred data is encrypted


http://www.exabytes.ma/

Digitalni certifikat

. Set od nekoliko datoteka (tekstualnih ili digitalnih)
.Zahtjev za izdavanjem certifikata

« Privatni kljuc

. Certifikat

- CA Root certifikat

«Povezni CA certifikati (intermediate chain)
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Tijek dobivanja certifikata
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Vrste CA

.Self-signed — viastiti CA , vlastita pravila, nije
automatski podrzan od strane klijenata

A

v o Involid security cort/ficsts

-Komercijalni CA — naplacuju izdavanje certifikata,
automatski su podrzani od strane klijenata

-Besplatni CA — Let's encrypt, besplatan, kratkotrajan Levsm
certifikat, automatski podrzan a
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Vrste certifikata

«Osnovni SSL certifikat
- povezan s jednim DNS zapisom
- bilo koji CA
+EV SSL certifikat & Your Company, n.[US | it /wwiyourcompany com
- Povezan s jednim DNS zapisom
- Komercijalni CA
- Dodatan prikaz pripadnosti ustanovi
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Vrste certifikata (2)

. Vise-domenski SAN certifikat
—- Povezan s nekoliko DNS zapisa
- Neki puta postoje ograniCenja u broju DNS zapisa
- Dostupan kroz komercijalne i self-signed CA
- Subject Alternative Name
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Vrste certifikata (3)

-EV viSe-domenski SAN certifikat

—- Povezan s nekoliko DNS zapisa

- Neki puta postoje ograniCenja u broju DNS zapisa
- Dostupan kroz komercijalne CA

- Subject Alternative Name

- Dodatan prikaz pripadnosti ustanovi

& Your Company, Inc. [US] | https://www.yourcompany.com O O O
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Vrste certifikata (4)

. Wildcard certifikat

— Povezan s jednom domenom

- Dostupan kroz komercijalne i self-signed CA
-Kombinacije certifikata

— Vise-domenski 1 wildcard certifikat
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Vjerodostojnost certifikata

- CA autoritet
— Globalni

- Lokalni
. Vrijeme trajanja certifikata

- Vrijedi samo od — do

- Pokusava se smanijiti vrjeme maksimalnog trajanja
certifikata

O
(@ srce 00



Vjerodostojnost certifikata (2)

« Pripadnost ustanovi

— EV certifikati
.Lista povlacCenja (revocation list)
. Format certifikata

— Zadovoljava RFC 5280, X.509 v3 format
- Zapis samog certifikata je obicno DER i PEM
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Vjerodostojnost certifikata (3)

Certificate Viewer: “github.com”

General Details

This certificate has been verified for the following uses:
SSL Client Certificate

SSL Server Certificate

Issued To
Common Name (CN) github.com

Organization (O) GitHub, Inc.

Organizational Unit (OU) <Not Part Of Certificate>

Serial Number 0A:06:30:42:7F:5B:BC:ED:69:57:39:65:93:86:45:1F
Issued By

Common Name (CN) DigiCert SHA2 Extended Validation Server CA
Organization (O) DigiCert Inc

Organizational Unit (OU) www.digicert.com

Period of Validity

Begins On May 8, 2018
Expires On June 3, 2020
Fingerprints

SHA-256 Fingerprint ~ 31:11:50:0C:4A:66:01:2C:DA.
DE:45:C9:54:44:0E:7E:E4:13

SHA1 Fingerprint CA:06:F5:6B:25:8B:7A:0D:4F: 2B:05:47:09:39:47:86:51:15:19:84

Close




Vjerodostojnost certifikata (4)

-Alati za provjeru
~https://www.sslshopper.com/ssl-checker.nhtml
~https://www.digicert.com/help/
~https://www.ssllabs.com/ssltest/
~-Openssl linux naredba


https://www.sslshopper.com/ssl-checker.html
https://www.digicert.com/help/
https://www.ssllabs.com/ssltest/

Gdje se prakticno koriste certifikati

-Web sadrzaji (HTTPS)

.email komunikacija (SSL/TLS)
-IMAP, POP, SMTP
~Autentikacija korisnika
-nije SMIME/PGP
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Gdje se prakticno koriste certifikati (2)

«RADIUS
“EAP (802.1x)
~RADIUS/TLS (RadSec)




Gdje se prakticno koriste certifikati (3)

Authenticator 2 Authentication server
RADIUS / Diameter

Internet or other LAN resources



Gdje se prakticno koriste certifikati (4)

«News (NNTP)
«LDAP (LDAPS)
FTP



0T I certifikatl

«Mobilnost

«Potreba za sigurnom komunikacijom
«Nekontrolirani uvjeti

- Automatski dohvat certifikata



loT I certifikati (2)

Security Design & Consulting
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Certifikati u sluzbi zastite prijenosa podataka
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Sveuciliste u Zagrebu
Sveudili$ni racunski centar

www.srce.unizg.hr
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Hvala na paznji!

Ovo djelo je dano na koristenje pod licencom Creative
Commons Imenovanje-Nekomercijalno 4.0
medunarodna.

creativecommons.org/licenses/by-nc/4.0/deed.hr
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